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Legacy SIEM architecture
with XDR Advantages

Well-understood – Classic/legacy SIEM architecture and skills for static queries 
have stayed relatively stable and consistent since early 2000s

Challenges
False positive overload – Analysts overloaded from false positives alerts (false alarms) 
because of difficulty of getting clean alerts from static queries and manual correlation

Poor investigation workflow – Common analyst workflows (investigation, escalation, etc.) 
often require case management tooling and customization work

Limited analytics – Legacy SIEMs often lack native support for machine learning, 
alert correlation and fusion across sources, SOAR automation and orchestration, 
and behavior analytics

Cost vs. visibility tradeoff – High cost to increasing storage often forces organizations into 
choosing between complete visibility and cost control—constricting agility and scale while 
increasing organizational risk (of missed attackers causing damage) 
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https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
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Side-by-side SIEM architecture
with XDR and Security Data Lake

Advantages
Enables rapid growth and agility 
that overcomes most 
on-premises SIEM limitations

Challenges
Multi-SIEM friction – Analysts 
must navigate multiple tools for 
incident queues (mitigated by case 
management tool) and deeper 
investigation and hunting across 
multiple SIEMs (temporary whilst 
assets are migrated for each 
SOC role)
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https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://aka.ms/AzureSentinel


Sentinel side-by-side model architecture



MSSP architecture 

with Azure Lighthouse



MSSP scenario – MSSP allowed to managed subscription
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Microsoft Confidential

View incident across multiple customer tenants (Azure Lighthouse)

Customer A tenant

Customer B tenant

Customer C tenant

Customer D tenant



MSSP architecture 

with Defender MTO
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Sentinel Architecture with Defender MTO (multi-tenant organization)
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Sentinel can be accessed in Defender XDR console of each tenant



Add multiple tenants to Defender MTO
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View incident across multiple tenants in Defender MTO
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Ingestion 
architecture for 
auxiliary logs



Auxiliary logs
Introducing new low-cost data tier

Low-value, verbose logs
Ingest and store high-volume, low-value 

logs for use in investigations, limited 

hunting or for additional context

Low-cost, long-term storage
Inexpensive ingest price, plus queries (scanned 

data). Available for 30 days in interactive mode 

and up to 12 years in long-term retention mode.

Hunt for threats
Query and route aggregated datasets 

to analytics logs to unlock full value 

of Microsoft Sentinel



CEF ingestion architecture for auxiliary logs





Microsoft Security Partners portal

https://securitypartners.transform.microsoft.com
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Microsoft Partner 
Security Day

Praha, 11. 2. 2025
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