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Data security incidents can happen anytime, anywhere
Data at risk of misuse if organization has no visibility into their data estate 

External risks

User falls prey to phishing 

attack, compromises user 

credentials

Data compromise 

by external threat

Internal risks

User copies file to a USB, then 

uploads to a personal Dropbox 

to take to a competitor

Data theft by 

malicious insider

User negligently shares 

sensitive data in 

generative AI apps

Data leak by 

negligent insider

User deletes sensitive 

information before leaving 

the organization

Data sabotage by 

disgruntled insider



To secure their data, organizations need to…

Discover hidden risks 

to data wherever it 

lives or travels

Protect and prevent 

data loss across your 

data estate

Quickly investigate

and respond to data 

security incidents

Balance data security and productivity



Full GenAI data security

E5 License

Data Loss Prevention

Case

Exfiltrate via 

Sharepoint

Exfiltrate to 

personal cloud

Data Classification + 

Encryption 3rd party 

investigators

Block by CABlock by DLP

Review 

sets

Sentinel

Audit

Data Lifecycle 

Management

Insider Risk Management eDiscovery

Data Exfiltration

Exfiltrate via 

endpoint

Information Protection

How Purview can help protect, detect and investigate

Suspicious

user activity

Block by DLP

Exfiltrate via 

Exchange

ML

Exfiltrate via 

OneDrive

Email. Endpoint. 

File Shares. 

SPO/OD Teams. 

3rd Party

Exfiltrate via 

Teams

Adaptive Protection
Search  

content

Relevant 

evidence

User Risk Level

Hold

Not Official Document - Developed by Ray Reyes 30th May 2024





Data Loss Prevention

Case

Exfiltrate via 

Sharepoint

Exfiltrate to 

personal cloud

Data Classification + 

Encryption 3rd party 

investigators

Block by CABlock by DLP

Review 

sets

Sentinel

Audit

Data Lifecycle 

Management

Insider Risk Management eDiscovery

Data Exfiltration

Exfiltrate via 

endpoint

Information Protection

How Purview can help protect, detect and investigate

Suspicious

user activity

Block by DLP

Exfiltrate via 

Exchange

Exfiltrate via 

OneDrive

Email. Endpoint. 

File Shares. 

SPO/OD

Exfiltrate via 

Teams

Search  

content

Relevant

+ irrelevant

evidence

User Risk Level

Hold

Not Official Document - Developed by Ray Reyes 30th May 2024

Limited GenAI data security

E3 License



Microsoft Purview
Integrated solutions to secure & govern your entire data estate

DATA  S E C U R I T Y

Secure data across its lifecycle, 

wherever it lives

Information Protection

Data Loss Prevention

Insider Risk Management

Data Security Posture Management

DATA  G O V E R N A NC E

Responsibly unlock value 

creation from data

Data Discovery

Data Quality

Data Curation

Data Estate Insights

DATA  CO M P L I A N C E

Manage critical risks and 

regulatory requirements

Compliance Manager

eDiscovery and Audit

Communication Compliance

Data Lifecycle Management

Records Management

Unstructured & Structured data Traditional and AI generated data Microsoft 365 and Multi-cloud

Shared platform capabilities
Data Map, Data Classification, Data Labels, Audit, Data Connectors



Fortify data security with an integrated approach

Automatically discover, classify 

and label sensitive data, and 

prevent its unauthorized use 

across apps, services, and devices. 

Understand the user intent and 

context around the use of 

sensitive data to identify the most 

critical risks

Enable Adaptive Protection to 

assign high-risk users to appropriate 

DLP, Data Lifecycle Management, and 

Entra Conditional Access policies

Data Loss 

Prevention

Information 

Protection

ADAPTIVE PROTECTION

Insider Risk 

Management

Support for all data – hybrid, Cloud, SaaS, and devices | Partner ecosystem



Information Protection



Built-in auto-labeling for Office Files 

Project Obsidian Secret Access Key



MIP Demo 



Data Loss Prevention









Insider Risk Management





Adaptive Protection in Microsoft Purview 

Insider

risk level

Continuously evaluate 

and publish risk level

Elevated

risk

Moderate

risk

Minor

risk

Data Loss

Prevention

Dynamically prevent 

unauthorized use

Block action

Block action, 

allow override

Policy tip

Conditional

Access

Dynamically prevent 

unauthorized access

Block access

Terms of use

Data Lifecycle 

Management

Dynamically preserve 

deleted files

Preserve data





eDiscovery Premium





Identify and prioritize data 

security risks, understanding 

intent and context

Accelerate and simplify 

investigations for 

compliance admins

Benefits of AI for security

Efficiency: Prioritization and automation

Speed: Ability to faster understand unique cyberthreats

Scale: Ability to process large volumes of data

Microsoft Purview and Copilot for Security
Working together to protect your data at machine speed

Elevate SOC analysts with 

intelligence assistance and 

data insights



Copilot for Purview
Demo 



Copilot for Security helps summarizing DLP alerts



Copilot for Security helps summarizing Insider Risk Management alerts



Copilot for Security helping during data incident investigations



Microsoft Security Partners portal

https://securitypartners.transform.microsoft.com





Microsoft Partner 
Security Day

Praha, 11. 2. 2025
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