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Defender for Business úvod

Co je Defender for Business?

Defender for Endpoint pro menší firmy
(SMBs)

Do maximálně 300 uživatelů



Defender for Business vs Endpoint plan 1/2

Defender for Business

Defender for Endpoint Plan 1 / Plan 2



Defender for Business overview

Možnosti nasazení

- Setup Wizzard

- Manual setup

Licencování

- Microsoft 365 Business Premium

- Defender for Business standalone



Defender for Business overview

Podporované platformy

- Windows, MacOS

- Android, iOS

Data locations: EU, UK, US, AU



Defender for Business setup

Postup nasazení



Defender for Business setup

Nasazení pomocí průvodce



Defender for Business setup



Defender for Business setup



Defender for Business setup



Defender for Business setup



Defender for Business onboarding

Windows

- Local script

- GPO

- Intune

MacOS

- Local script

- Intune

Mobile (Android, iOS)

- Defender for Endpoint app

- Intune



Integrace Intune s Defender for Business

Jednorázová akce umožňující propojit
Defender a Intune

Výhody:

Možnost onboardingu zařízení pomocí
Intune

Sdílení Risk Level zařízení



Defender for Business – Windows onboarding

Onboarding Windows zařízení pomocí
MS Intune



Defender for Business – Windows politiky

Existuje několik typů politiky:

Next-generation Protection (AV)

Windows Security Experience

Windows Firewall

Attack surface reduction (ASR)

Antivirus exclusions



Defender for Business – Windows Antivirus



Defender for Business – Windows Firewall



Microsoft Intune – Endpoint security

Disk encryption (Bitlocker / FileVault)

Attack surface reduction (ASR)

Device compliance

Conditional access



Defender for Business – Windows onboarding

Otestování nasazení:

https://learn.microsoft.com/en-us/defender-
endpoint/run-detection-test

https://learn.microsoft.com/en-us/defender-
endpoint/defender-endpoint-demonstration-
smartscreen-url-reputation

https://learn.microsoft.com/en-us/defender-endpoint/run-detection-test
https://learn.microsoft.com/en-us/defender-endpoint/run-detection-test
https://learn.microsoft.com/en-us/defender-endpoint/defender-endpoint-demonstration-smartscreen-url-reputation
https://learn.microsoft.com/en-us/defender-endpoint/defender-endpoint-demonstration-smartscreen-url-reputation
https://learn.microsoft.com/en-us/defender-endpoint/defender-endpoint-demonstration-smartscreen-url-reputation


Defender for Business Servers

Windows

- Local script

Linux

- Local script

- další možnosti: Ansible, Chef, Puppet

Bezpečnostní politiky se nastavují pouze v 
konzoli Microsoft Defender



Defender for Business - Lighthouse

Jedna konzole pro správu více tenantů

Určeno pro Managed Service Providers 
(MSPs)

Defender for Endpoint/Business:

Device Security

Vulnerability Management

Device Compliance

Threat Management



Defender for Business – Lighthouse / Device
Security



Defender for Business – Lighthouse / Vulnerability 
Management



Defender for Business – Lighthouse / Device
Compliance



Defender for Business – Lighthouse / Threat
Management



Microsoft 
Partner 
Security Day

Praha, 11. 2. 
2025
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