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Vyzvy

- Hybridni a vzdalena prace

- Zavislost na on-premises prostredi / VPN

- Komplexni onboarding zarizeni

- Viditelnost, schopnost detekce a reakce na hrozby
- Jiné scénare nez ,firemni Windows pocitac”
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Basic Mobility and Security vs Intune



Limity BMS

- Omezené moznosti spravy a zabezpeceni
- Chybi podpora Android Enterprise, macOS &
- Rizeni pfistupu pouze k EXO
- Chybi sprava aplikaci

- Licence v zakladnich M365 planech
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Moderni sprava vsech zarizeni = Intune

- Stavi na MDM technologiich

- Android, i0OS, macOS, Windows, rtzneé typy vlastnictvi
- Zero-touch onboarding, konfigurace, zabezpeceni

- Sprava aplikaci

- Patchovani

- Vzdalena podpora, smazani
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- Uzké integrace s EDR, vyhodnoceni riskt
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Intune device management
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Intune app management
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Conditional access: Restrict access to apps with app protection policy



Zivotni cyklus za¥izeni

Provide specific enrollment methods for
i0S/iPadOS, Android, Windows, macOS and Linux

Provide a self-service company portal for users to
enroll BYOD devices

Deliver custom terms and conditions
at enrollment

Zero-touch provisioning with automated enrollment
options for corporate devices

Revoke access to corporate resources
Perform selective wipe

Audit lost and stolen devices

Retire device

Provide remote assistance

Deploy certificates, email, VPN, and Wi-Fi profiles
Deploy device security policy settings

Install mandatory apps

Deploy device restriction policies

Deploy device feature settings
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Restrict access to corporate resources if policies are
violated (e.g., jailbroken device) with Conditional
Access

Protect corporate data by restricting actions such as
copy/cut/paste/save outside of managed app
ecosystem

Protect devices from security threats with Microsoft
Defender for Endpoint

Report on device and app compliance



Cesta k moderni sprave Windows
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Bez dopadu na uzivatele



Demo



Tipy a odkazy na zaver

-+ What's new in Microsoft Intune
https://learn.microsoft.com/en-us/mem/intune/fundamentals/whats-new

- Microsoft 365 Licensing
https://m365maps.com
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