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Adopt comprehensive cybersecurity control
framework

Microsoft

Law§, CIS security securlty best Attack paths
regulations, practices, :
SO controls Microsoft analysis

frameworks




Adopt comprehensive cybersecurity control
framework

- https://www.cisecurity.org/cis-benchmarks

- https://learn.microsoft.com/en-us/security/benchmark/azure/overview
- https://microsoft.github.io/Azure-Threat-Research-Matrix/

- https://attack.mitre.org/matrices/enterprise/cloud/officesuite/

https://my.ine.com/Cloud/courses/75c31e17/azure-pentesting


https://www.cisecurity.org/cis-benchmarks
https://learn.microsoft.com/en-us/security/benchmark/azure/overview
https://microsoft.github.io/Azure-Threat-Research-Matrix/
https://attack.mitre.org/matrices/enterprise/cloud/officesuite/
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Develop an identity management strategy

+ Cloud-only
- Microsoft 365 applications

- Other Microsoft cloud integrated
applications

Windows Active Directory Entra ID (Azure AD) Entra Domain Services

* Azu re resources Domain Services (Azure AD Domain Services)
(Windows AD)

- Hybrid environment
- Custom onpremises resources
- Active Directory

Legacy applications (NTLM,
Kerberos)

Windows AD Entra Entra Domain Service

Connect Sync




Hybrid environment

Consider sync scenario, architecture, resources
Objects (users, devices, groups) Authentication method:

Microsoft Entra Connect Sync

Do you want Do you want to

. - Entra ID to handle M integrate with an
On-premlses AD Microsoft Entra ID sign-in completely in ’ existing feder.

the cloud?’ provides

Microsoft Entra
Connector
Account

AD DS Connector
Account

Microsoft Entra Connect

Do you have
/ Do you hau‘e- h Do you want Do you want
a sign-in requiremen n-in disaster

. ( - | t natively >
On-premises AD Microsoft Entra ID “w ”gn:;‘g‘fgmm recovery or recovery or leaked
Entra provisioning PP 107 g ¢redential rep: y redential reports?,
Agents '

Microsoft Entra
Connecfor

Pass-through - .
Password Hash Pass-through Authentication with Federation Federation with

icati P: d Hash §;
Sync Authentication Password Hash Sync assword Hash Sync

gMSA Account

https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sync-whatis
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-install-custom
https://tierzerosecurity.co.nz/2024/05/21/ms-entra-connect-sync-mothods.html
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/what-is-cloud-sync#how-is-microsoft-entra-cloud-sync-different-from-
microsoft-entra-connect-sync



https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sync-whatis
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-install-custom
https://tierzerosecurity.co.nz/2024/05/21/ms-entra-connect-sync-mothods.html
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/what-is-cloud-sync#how-is-microsoft-entra-cloud-sync-different-from-microsoft-entra-connect-sync
https://learn.microsoft.com/en-us/entra/identity/hybrid/cloud-sync/what-is-cloud-sync#how-is-microsoft-entra-cloud-sync-different-from-microsoft-entra-connect-sync

Hybrid environment

& Microsoft Azure Active Directory Connect - X% & Microsoft Azure Active Directory Connect X

Synconly | Method,
users who S | et SSO e s
consume
services
igelng

Microsoft

cloud!

On- Microsoft
premises v | SEEEESIRERE Entra ID

attribute - Connect
Microsoft Password
Entra ID L e e i A AD g e rs writeback
username

Connet > ® Pass-through authentication @
ync Federation with AD FS @
Do not configure @
Domain, Select this option to enable single sign on for your corporate desktop users:

Identify nable single sign on @

& Microsoft Azure Active Directory Connect

& Microsoft Azure Active Directory Connect x

Azure AD sign-in configuration

rganization.

& about optional featy

Next




Prepare domains

+ Which domain you plan to use in cloud?
- Do you have .local or non-routable domain?

- https://learn.microsoft.com/en-us/microsoft-365/enterprise/prepare-a-non-routable-domain-
for-directory-synchronization?view=0365-worldwide



https://learn.microsoft.com/en-us/microsoft-365/enterprise/prepare-a-non-routable-domain-for-directory-synchronization?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/prepare-a-non-routable-domain-for-directory-synchronization?view=o365-worldwide

GDAP and roles

Partner

KPCS CZ

artner has granular d them allow them to man

ationship informati

Ir partner

Remove all roles and end access

Remove roles




Admin accounts

- Least privilege according individual job function

- Limit the number of global admins

- Admin accounts: create separate, unlicensed administrative user IDs in the onmicrosoft.com
domain.

lubomir@domain.onmicrosoft.com

Onprem Aleue

-

- Lubomir
cloudadmin

Lubomir -

srvadm



RBAC, configuration

Add a user

9@ Basics

@ Produ

@ Optional settings

User (no admin center access)

Admin center access

d ly access to admin centel
ned other roles are more limited in

fanage

to edit all

Equ
e health.

This request has been approved




RBAC roles

Name
Lubomir Junior ADM

Jan Security ADM

Jan Intune ADM
Katerina Kratka ADM

Lubomir Osmera

UPN

junior_adm@domain.com

Security_adm@domain.com

Intune_adm@domain.com

kratka_adm@domain.com

Osmera_adm

ROLES

User Administrator
License Administrator
Global Reader

Application Administrator
Security Administrator
Compliance Administrator

Intune Administrator

Exchange admin
Sharepoint admin
Teams admin

Global administrator




Download assighment list

Microsoft Entra admin center A Search resources, services, and docs (G+/)

Home » Enterprise applications | All applications
Home

Roles and administrators | All roles

What's new Contoso

Diagnose & solve problems T Mew custom role ¥ Download assignments () Refresh [ Ppreview features &' Got feedback?
&, All roles
ﬁ Get just-in-time access to a role when you need it using PIM. Learn more about PIM =

Favorites ab Protected actions

#. Diagnose and solve problems (i) Your Role: Global Administrator

Identi - :
R Activity Administrative roles

) Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recormmend using these built-in roles for delegating access to manage broad application cof

Qverview = Access reviews access to manage other parts of Microsoft Entra 1D not related to application configuration. Learn more,

s B Audit logs Learn more about Microsoft Entra ID role-based access control

Troubleshooting + Support

Groups T add filters

. & New support request L -
Devices Role T)  Description Privileged

Applications Application Administrator Can create and manage all aspects of app registrations and enterprise apps. | PRIVILEGED |

Application Developer Can create application registrations independent of the 'Users can register applications' setting. | PRIVILEGED |
Enterprise applications
Attack Payload Author Can create attack payloads that an administrator can initiate later.

App registrations ) ) . ) ) )
REUEOSNE Attack Simulation Administrator Can create and manage all aspects of attack simulation campaigns.

Roles 8 admins Attribute Assignment Administrator Assign custom security attribute keys and values to supported Microsoft Entra objects.
I Roles & admins Attribute Assignment Reader Read custom security attribute keys and values for supported Microsoft Entra objects.

Attribute Definition Administrator Define and manage the definition of custom security attributes




Portals

- Cmd.ms

- Msportals.io

- Admin.Microsoft.com
- Portal.azure.com

- Entra.Microsoft.com

Domain registrations

- UPN
- Email addresses
- Devices

- Application (rather custom URL than myapplicion.azurewebsites.net)



Emergency account

- https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-
emergency-access

- demo



https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access

demo

- Create account

- Assign global admin (adminn portal)
- Generate tap

- Register youbico (aka.ms/mfasetup)

o &1 admin@gopas3d
BRI ® e o 7 3o

Add authentication method

Authentication method Detail

Non-usable authentication methods

Authentication method Detail

em preferred multifactor authentication method

nments
. Feature stat System preferred MFA method
Authenti

ev sup preferre




Develop a Device Management Strategy

- MAM, MDM for mobile devices (next session)
- Access to applications from company owned vs BYOD devices
NIS 2 IMPLEMENTATION: “
a) zavadi bezpecnostni opatreni potrebna pro bezpecné pouzivani mobilnich zarizeni a jinych
obdobnych technickych aktiv, popripadé i bezpecnostni opatreni spojena s vyuzitim technickych
aktiv, ktera povinna osoba nema ve své spravé”



Develop a Licensing Plan

- Business premium contains advanced security components:
- Defender for Business (endpoint security)
- Defender for Office 365 (advanced email and office 365 apps security)
- Entra Premium P1 (advanced identity security)



= Microsoft Security

Tenant configuration, identity security



Entra importance and role

.- — >
Active Directory -
&ADFS . ] Office 365
Microsoft Entra ID

I ~

~
~

A4

— A

— O . workday. $# Dropbox
. — ( )

—J

On-Premises Apps ®
— servicenaow
Line of business Apps
salesforce
SaaS Apps




n center
Home > Org settings

Data location

Org settings

As part of our transparency principles, we publish the location where Microsoft stores

1

your customer data, see Where your Micro

Service Geography
Services Security & privacy Organization profile Exchange Online European Union
Exchange Online Protection European Union
Microsoft Teams European Union
OneDrive European Union
SharePoint European Union
Name T Description
Viva Connections European Union

Custom themes Customize Microsoft 365 for your organization. Viva Topics Error, please try again later.

Custom tiles for Apps Add tiles that open websites or SharePoint sites to Apps in the Microsoft 365 app.
This tenant is not eligible to purchase Microsoft 365 Advanced Data Residency add

Data location See where Microsoft stores your data for each service you use. on because the tenant sign-up country is not available. Please see ADR Eligibility.

0

Help desk information Streamline user support by adding customized contact info to the Microsoft 365 help pane.

B 2>

Keyboard shortcuts Perform many common tasks using the keyboard. You can also see the full list of supported shortcuts by pressing $
mark).

Organization information Update your organization's contact info, such as your address, phone number, and technical contact.

Release preferences Choose how your organization gets new features and service updates from Microsoft 365.

4 Q A

Send email notifications from your domain Let Microsoft send notification messages from an email address within your organization instead of Microsoft's def
email address.

Support integration Integrate your internal support tools with Microsoft 365.

R




Home » Org settings

Org settings

Services

D v & B

Security & privacy Organization profile

MName T

Help & support query collection

Idle session timeout

Microsoft Graph Data Connect applications

Password expiration policy

Privacy profile

Pronouns

Self-service password reset

Sharing

Description

Choose whether Microseft can use your organization's suppert queries to improve help & support.

Automatically sign users out of the Microsoft 365 web apps after a pericd of inactivity.

Approve and deny requests from apps to access your organization's Microsoft 365 data.

Set the password policy for all users in your organization.

Set the privacy statement of your organization.

Allow all users in your organization to set their pronouns across Microsoft 365.

Let users reset their own forgotten passwords rather than contacting your organization's IT for help.

Control access for people outside your organization.

Privacy profile

Set the URL to your organization’s privacy policy, and the email address of your

privacy contact

Organization privacy statement *

‘ https://www

Organization privacy contact

)

partnerday.lubomirosmera.eu ‘




Company branding

https://learn.microsoft.com/en-us/entra/fundamentals/how-to-
customize-branding

.
Microsoft Entra admin center 0 & 0 R St &
.

Identity N —

Company Branding

Overview

Users Got feedback?

Groups )
Getting started Default sign-in Browser language customizations
Devices
Applications 5 .
Customize your end user experiences

Roles & admins
Use your organization 0 and custom color schemes to provide a consistent look-and-feel on your
Billing Microsoft Entra ID sign-in pages.
arr 1

Settings

Protection

Identity governance Customize by browser language

gB  External Identities s ze the default sign-in experience to Customize sign-ir erie y er language
sonalize the sign-in page for anyone signing-in for different gre ) g your

Q/ User experiences to your tenant browser language settings override the default

Company branding Customize ‘

<3 Hybrid management

sign-in e; ience.

Add browser language

@ Monitoring & health
Show less

Learn & support


https://learn.microsoft.com/en-us/entra/fundamentals/how-to-customize-branding
https://learn.microsoft.com/en-us/entra/fundamentals/how-to-customize-branding

|dentity security principle

Cybercriminal

Cybersecurity - Attack and Defense Strategies - Second Edition: Counter modern threats and employ state-of-the-art tools and techniques to protect your organization against cybercriminals



|dentity types

> Azure AD Tenant

G a4 2 o

Group Service Managed
Principal Identity




Microsoft Azure [ o |

ome > osmerait365

Entra ID default configuration p e Uer st

User settings:

External collaboration:
https://entra.microsoft.com/#view/Microsoft AAD IAM/AllowlistPolicyB
lade

Groups:

from creating tenants {

DeVICeS @ security

Maonitoring
Warning — autopilot: https://learn.microsoft.com/en-
us/autopilot/tutorial/user-driven/azure-ad-join-allow-users-to-join

External users

Troubleshooting + Support ollaboration settings



https://entra.microsoft.com/#view/Microsoft_AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings/menuId/
https://entra.microsoft.com/#view/Microsoft_AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings/menuId/
https://portal.azure.com/#blade/Microsoft_AAD_IAM/AllowlistPolicyBlade
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AllowlistPolicyBlade
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AllowlistPolicyBlade
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/General/menuId/AllGroups
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/General/menuId/AllGroups
https://entra.microsoft.com/#view/Microsoft_AAD_Devices/DevicesMenuBlade/~/DeviceSettings/menuId/Devices
https://itpromentor-my.sharepoint.com/:w:/p/alex/EVAlCtihi19DttcLPkFan6cBf1hKjyqSl5jcQ7beNKOglw?rtime=pZKrVUG42kg
https://itpromentor-my.sharepoint.com/:w:/p/alex/EVAlCtihi19DttcLPkFan6cBf1hKjyqSl5jcQ7beNKOglw?rtime=pZKrVUG42kg

Existing Guests -
cleaning

- Possible reasons for guest
cleaning

- A guest account is used to review a shared
document and is not needed thereafter.

- External people leave a team (or teams)
and their guest account remains in Entra
ID.

- People leave their employer and move on
to new challenges. Their guest account is
invalid because they can no longer
authenticate using the Entra ID instance
for the tenant of their old employer.



Which cloud application can user use?




Application approve process

https://app.diagrams.net/?src=about

Techcommunity.Microsoft.com

08:52 Gd D = QB =R 72%ua

< Enter account information

a" Microsoft

richa-otmail.com

Let this app access your

info?

samsung.com

Samsung Email needs your permission to:
¢ Access your mailbox
* Read and write access to your emails
¢ Read and write access to your emails

¢ Maintain access to data you have given
Samsung Email access to

* Read your profile

Accepting these permissions means that you allow this
app to use your data as specified in their Terms of Service
and Privacy Statement. The publisher has not provided
links to their terms for you to review. You can change
these permissions at https://microsoft.com/consent.
Show details



https://app.diagrams.net/?src=about

Groups, dynamic groups consideration

\/ Microsoft 365 groups

a Security groups

mr Mail-enabled security groups

e@  Distribution groups



= Microsoft Security

Authentication methods



Property Requirements

Pa S SWO rd S i n E n t ra Characters allowed :fp case characters (4

ercase characters (3 - 2)
Mumbers {0 - 9)

Passwords cannot be disabled... symbols:

- @I #
- blank space

Characters not allowed Unicode characters

Cannot be changed password length
f eight characters

C an be characters

C h an g ed Password complexity 358! s reguire three out of four of the following categories:
characters

Password expiration

- Symboals
By default, passwords in Microsoft 365 expire every 90 days. As mentioned before, if you use MFA to secure !

the authentication process, having users update their password every 90 days can be extremely
cumbersome. To set the password policy, navigate to the Microsoft 365 Admin Center and then go to
Settings > Org settings > Security & privacy. Next, click Password expiration policy. When you're done
making changes, click Save.

Mote: Password complexity check isn't required for Education tenants.

Password not recently used When a user changes their password, the new password shouldn't be the same as the current

sswords for Microsoft Entra Password
s specific to your organization.

Password protection

Custom bann:

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-password-ban-bad-combined-policy
https://entra.microsoft.com/#view/Microsoft AAD ConditionalAccess/PasswordProtectionBlade
https://admin.microsoft.com/Adminportal/Home#/Settings/SecurityPrivacy/:/Settings/L1/PasswordPolicy



https://learn.microsoft.com/en-us/entra/identity/authentication/concept-password-ban-bad-combined-policy
https://entra.microsoft.com/#view/Microsoft_AAD_ConditionalAccess/PasswordProtectionBlade
https://admin.microsoft.com/Adminportal/Home#/Settings/SecurityPrivacy/:/Settings/L1/PasswordPolicy

Help desk is
not necessary

Configuration link:
https://entra.microsoft.com/
#view/Microsoft AAD |IAM/P
asswordResetMenuBlade/~/P

roperties/fromNav/

6

C i passwordreset.microsoftonline.com

Microsoft

Get back into your account



https://entra.microsoft.com/#view/Microsoft_AAD_IAM/PasswordResetMenuBlade/~/Properties/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/PasswordResetMenuBlade/~/Properties/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/PasswordResetMenuBlade/~/Properties/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/PasswordResetMenuBlade/~/Properties/fromNav/

DEMO ssprgroupusers

sspruser2@partnerday.lubomirosmera.eu
- Reg method
- Show sspr


mailto:sspruser2@partnerday.lubomirosmera.eu

MFA, passwordless

High security

2 2

Passwords + 2 Factor Passwordless
Authentication authentication

Inconvenient Convenient

(=)

Passwords

Low security




AUTHENTICATION METHODS

Method Primary authentication Secondary authentication

Win ello for Business Yes MFA*
Microsoft Authenticator (Push) Mo MFA and !
Microsoft Authenticator Yes No*

Authenticator Lite

Ceartificate- i authentication

JATH software tokens

External authentication methods (
Tempaorary | 55 Pass (TAP)

ShS

e Approve
Volce call

B We've sent a notification to your mobile device.
P ord Yes Mo Please respond to continue.

https://portal.azure.com/#view/Microsoft AAD IAM/Authenticati
onMethodsMenuBlade/~/AdminAuthMethods



https://portal.azure.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods
https://portal.azure.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods

Passwordless authentication methods by device types

Device types Passwordless authentication method
Dedicated non-windows devices Microsoft Authenticator Security keys

Dedicated Windows 10 computers (version 1703 and later) Windows Hello for Business Security keys

Dedicated Windows 10 computers (before version 1703) Windows Hello for Business Microsoft Authenticator app

Shared devices: tablets, and mobile devices Microsoft Authenticator One-time password sign-in

Kiosks (Legacy) Microsoft Authenticator

Kiosks and shared computers (Windows 10) Security keys Microsoft Authenticator app

https://learn.microsoft.com/en-us/training/modules/manage-authentication-microsoft-entra-id/11-
passwordless-authentication



https://learn.microsoft.com/en-us/training/modules/manage-authentication-microsoft-entra-id/11-passwordless-authentication
https://learn.microsoft.com/en-us/training/modules/manage-authentication-microsoft-entra-id/11-passwordless-authentication

Security defaults?

https.//portal.azure.com/#view/Microsoft AAD IAM/ActiveDirectory
MenuBlade/~/Properties

Non-customizable policies for tenant:

Requiring all users to register for Azure AD Multi-Factor
Authentication

Requiring administrators to do multifactor authentication
Requiring users to do multifactor authentication when necessary
Blocking legacy authentication protocols

Protecting privileged activities like access to the Azure portal



https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/Properties
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/Properties
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#require-all-users-to-register-for-azure-ad-multi-factor-authentication
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#require-all-users-to-register-for-azure-ad-multi-factor-authentication
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#require-administrators-to-do-multifactor-authentication
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#require-users-to-do-multifactor-authentication-when-necessary
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#block-legacy-authentication-protocols
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults#protect-privileged-activities-like-access-to-the-azure-portal

MFA deployment strategy

Using these methods together

This table shows the results of enabling MFA with security defaults, Conditional Access policies, and per-user

account settings.

Enabled Disabled Secondary
authentication
method

Security defaults Can't use Conditional Access Can use Conditional Access Microsoft
policies policies Authenticator app

Conditional Access If any are enabled, you can't If all are disabled, you can User-specified during
policies enable security defaults enable security defaults MFA registration

Legacy per-user MFA Overrides security defaults and Overridden by security User-specified during
(not recommended) Conditional Access policies defaults and Conditional MFA registration
requiring MFA at each sign in Access policies




User MFA registration — option 1

Enabling security defaults or identity protection registration policy:
User must provide authenticator until 14 days from configuration:

(5] Identity Protection | Multifactor authentication registration policy

BT Microsoft

More information required
Enable security defaults X or Your organisation needs more information to keep
. )
Skip for now ( /s until this is required)
Use a different account

Learn maore




User MFA registration — option 2

Manual registration on https://aka.ms/mfasetup



https://aka.ms/mfasetup

Authentication methods configuration

Legacy: Modern:
Multi-factor authentication (windowsazure.com) https://entra.microsoft.com/#view/Microsoft AAD IAM/A
uthenticationMethodsMenuBlade/~/AdminAuthMethods/f

4 Authentication methods | Policies

C
-



https://account.activedirectory.windowsazure.com/usermanagement/mfasettings.aspx?tenantId=0442af0e-caec-48c3-96b7-68b280ef2316&culture=en-us&requestInitiatedContext=users
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods/fromNav/

= Microsoft Security

Conditional access



What are default access rules
for cloud environments? How
can |l access?

- Any device

- Any time

- Any location

- Any authentication method



Conditional access

Signals

User and -
location Device

e

Application Real-time
risk

« Je v poradku prihlasovani z Ciny?

« Je nutno pristupovat pouze z firemnich IP adres?
« Pokud nepristupuji z firemnich adres, mam néjaké omezeni?
(MFA, znepfistupnéni, podminky spravovanych zarizeni)

Zarizeni

« Je v poradku pripojovani z Android, Macu, Linuxu?
* Povolujeme i BYOD?
« Musi zarizeni splfovat health check podminky?

Aplikace

« Povolujeme pristup pouze ze schvalenych aplikaci?
 Podporujeme i legacy aplikace?
« Budeme omezovat pristupy z Browseru? (délka relace, mobily)

Co kdyz je detekce néceho podezrelého?

« Pristup z anonymni IP, pristup z inikovaného zafizeni









redirect

redirect




CA pozadavky (MFA,
compliant zarizeni
apod.)




CA pozadavky (MFA,
compliant zafizeni
apod.)
splnény
















Evaluation

Grant resp. Grant with condition

Grant resp. Grant with condition

Politika 3

Grant resp. Grant with condition




Conditional access policies creation

- Suitable tools — Excel worksheet, onenote, big paper
and pens

- Coffee and delicious meal

- Map and design block scenarios — what should be
blocked

- Consider also Microsoft prepared templates:
https://portal.azure.com/#view/Microsoft AAD Con
ditionalAccess/CaTemplates.ReactView

- Plan a Microsoft Entra Conditional Access
deployment - Microsoft Entra ID | Microsoft Learn



https://portal.azure.com/#view/Microsoft_AAD_ConditionalAccess/CaTemplates.ReactView
https://portal.azure.com/#view/Microsoft_AAD_ConditionalAccess/CaTemplates.ReactView
https://learn.microsoft.com/en-us/entra/identity/conditional-access/plan-conditional-access

DEMO: CA creation and test

- Block legacy authentication

- Require STRONG authentication for global admins

- Require multifactor authentication for all users, for guests
- Require multifactor authentication for Azure management

- Block access from untrusted location - We consider each other location except your RDP
machine as an untrusted

- Secure MFA and self-service password reset registration
- Block any platfrorm except Android, los, MACOS and Windows



Important cases



politika2

Allow nebo ceny????




Forgotten cases

Device platforms Device platforms

ce platforms. y selectec ce platforms.

Include  Exclude Include  Exclude

e platforms e platforms

|:| Android

] m




Attention — don’t forget exceptions

Emergency accounts are always in exceptions!!!

Consider service accounts and external accounts as
an exception from specific conditional access
policies




Microsoft admin portals term

Microsoft Admin Portals

When a Conditional Access pelicy targets the Microsoft Admin Portals cloud app, the policy is enforced for tokens issued

to application |Ds of the following Microsoft administrative portals:

Azure portal

Exchange admin center

Microsoft 365 admin center
Microsoft 365 Defender portal
Microsoft Entra admin center
Microsoft Intune admin center
Microsoft Purview compliance portal

Microsoft Teams admin center

We're continually adding more administrative portals to the list.

(T) Note

The Microsoft Admin Portals app applies to interactive sign-ins to the listed admin portals only. Sign-ins to the

underlying resources or services like Microsoft Graph or Azure Resource Manager APls aren't covered by this

application. Those resources are protected by the Windows Azure Service Management API app. This grouping
enables customers to move along the MFA adoption journey for admins without impacting automation that relies

on APls and PowerShell. When you're ready, Microsoft recommends using a policy requiring_ administrators

perform MFA always for comprehensive protection.

Windows Azure Service Management API

When you target the Windows Azure Service Management API application, policy is enforced for tokens issued t

of services closely bound to the portal. This grouping includes the application IDs of:

» Azure Resource Manager
Azure portal, which also covers the Microsoft Entra admin center
Azure Data Lake
Application Insights API
Log Analytics API

Because the policy is applied to the Azure management portal and AP, services, or clients with an Azure AP| se

dependency, can indirectly be impacted. For example:

Azure CLI

Azure Data Factory portal
Azure DevOps

Azure Event Hubs

Azure PowerShell

Azure Service Bus

Azure 50L Database

Azure Synapse

Classic deployment model APls
Microsoft 365 admin center
Microsoft loT Central

5QL Managed Instance

Visual Studio subscriptions administrator portal

(@ Note

The Windows Azure Service Management APl application applies to Azure PowerShell, which calls the Azure

Resource Manager API. It doesn't apply to Microsoft Graph PowerShell, which calls the Microsoft Graph API|




= Microsoft Security

What about Entra ID P2?



PIM

Provide just-in-time privileged access to Azure AD and Azure resources
Assign time-bound access to resources using start and end dates
Require approval to activate privileged roles

Enforce multi-factor authentication to activate any role

Use justification to understand why users activate

Get notifications when privileged roles are activated

Conduct access reviews to ensure users still need roles

Download audit history for internal or external audit
Prevents removal of the last active Global Administrator role

Supporting for Azure AD and Azure roles



Role name Require MFA Notification Require approval Activation duration
Global Administrator Yes Yes Yes 1 hour
Security Administrator Yes Yes Yes 4 hours
Security Reader = Yes \[e} 8 hours
Compliance administrator Yes Yes Yes 4 hours
Exchange administrator Yes Yes Yes 2 hours
SharePoint administrator Yes No No 4 hours
Teams administrator Yes No No 4 hours
User administrator Yes Yes No 2 hours
Global reader Yes Yes No 8 hours
Reports reader \[o} \[e} \[o} 2 hours
Helpdesk administrator \[o} \[e} No 2 hours
Billing administrator Yes No No 2 hours
License administrator No No No 2 hours
Intune administrator Yes \[o} \[o} 4 hours
eDiscovery Manager Yes (=S Yes 2 hours
eDiscovery Administrator Yes Yes Yes 2 hours

Service Support Administrator

Permanently

Message center reader

Permanently

Customer Lockbox access
approver

Permanently

PIM

DESIGN
EXAMPLE



DEMO: PIM - global reader for student7



ENTRA ID PROTECTION - Al
POWERED IDENTITY PROTECTION

RISK LEVEL DETECTION TYPE RISK EVENT TYPE RISK EVENTS CLOSED LAST UPDATED (UTCQ)

High Offline Users with leaked credentials © 44 of 45 12/7/2016 1:04 AM

Medium Real-time Sign-ins from anonymous IP addresses @ 76 of 78 1/17/2017 2:44 PM
| Medium Offline Impossible travels to atypical locations © of 14 1/17/2017 2:44 PM
Medium Real-time Sign-in from unfamiliar location @ 0 of 1 1171572016 7:18 PM

Low Offline Sign-ins from infected devices © 76 of 78 /1772017 2:44 PM

Image source: https://danielchronlund.com/2019/02/27 /top-security-logs-and-reports-in-office-365-and-azure-ad/

https://learn.microsoft.com/en-us/entra/id-protection/concept-
identity-protection-risks



https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-risks
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-risks

= Microsoft Security

Office 365 apps security and Defender
for Office 365

Addressing issues with phishing and spam should be a top priority for partners...



Basic spoofing demo
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Image source:https://www.chaukiss.cz/blog/jak-spravne-nadepsat-obalku/



DNS records
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in center

Dormains > Manage DNS

& Connect domain

~  Connactionoptions

®  Add DMS records

Finish

P search

To add these records for partnerday.lubomirosmera.eu, go to your DNS hosting provider: Other. &

To start routing email through Microsoft 365, select Exchange and Exchange Online Protection, Mext, sign in to your domain host and add new DME records that match the records shown here,
Copy the values below and paste them into the new records atyour domain host, or download or print the DMS record info o use as a reference, When you're finished, select Continue,

If you don'twant to set up email, clear the selection and continue without adding DS records for it

1 Download C5Vfile | Download Zone file (3 Frint
& Exchange and Exchange Online Protection
Ernail, contacks, and scheduling are all provided by Exchange, Set up this service o enable all the fundionality of Qutlook and other email clients, Bxchange services need 3 records o waork
right: an ME record tells where to deliver email messages, a TAT to prevent someane from spoofing your domain to send spam, and a CMAME record for client-side Autodiscover, helping
mail clients connect users to their respective mailboxes,

Don't add these DS records ify

« You need custam DS routing foryour email, for example, to route traffic through an external spam filtering senice
= You're already using Exchange on-premises aswell as Exchange Online [also called a hybrid deployrent]

If this applies, you will need to clear the Exchange and Exchange Online Protection selection and set up your owwn custom D3 records to route email through Microsoft 385 later,

Important: Before adding these DMNE records, make sure you've already set up partherday lubomirosmeraeu email addresses in Microsoft 365 for all existing users who still need ane, or they
wiah't be able to send and receive email.

~  MX Records (1)
“iew instructions for MY Recards

Ricnnd Hit Name Pointz toaddness or s lus

partnerday-luborirosmera-

Bxpected b partnerday eumailprotechion.outlook.com

~  CNAME Records (1)
“iewe instructions for CHAME Records

Recond Hast Name Poins toadd ress orvalus

Expected [ autodiscover.partnerday [ autodiscover.outlook.com

~  TXTRecords (1)
“iewr instructions for TET Records

Recond TAT rame THT vz luz

Expected [In] partnerday [ix] v=spfl incudespf.protecion.outlook.com -all




Message explicit authentication

DMARC -
how process SPF (sending

different server)
mailfrom and
from

DKIM — domain
digital signature



DKIM DNS records

.

2 o 0 2 (O

Domains > Manage DNS

DomainKeys Identified Mail (DKIM)
. Connect domain
(i) It can take up to 48 hours to a

v DKIM helps stop attackers from sending emails that look like they come from your domain by encrypting a signature
| within every outbound message header. DKIM needs 2 CNAME records to add the message headers. Learn mare about
]

Add DNS records DKIM

Finish .~ CNAME Records (2)

View instructions for CNAME Records

Record Host Name Points to address or value Status

selector1-partnerday-lubomirosmera-
eu._domainkey.gopas3 5841734cc[[y 1 Hour
49e59.0nmicrosoft.com

selector1._domainlh

E ted
xpected ) key.partnerday

selector2-partnerday-lubomirosmera- €@ Help & support
eu._domainkey.gopas2df36c5841734cc[[M 1 Hour
49e59.onmicrosoft.com M Give Feedback

selectorz.fdomainm
key.partnerday

Expected D




Extend DMARC and SPF protection to other domains
not used for email

- enable DMARC and SPF for all domains even if they parked or not currently used for email

- For domains that do not send mail, you can protect them with an SPF record that hard fails all
senders. For example, "v=spfl —all".



Enable Unified Audit Log

https://purview.microsoft.com/audit/
User and admin activity from your organization is recorded in the audit log and automatically

retained for 180 days

https://learn.microsoft.com/en-us/purview/audit-log-enable-disable?tabs=microsoft-purview-
portal



https://purview.microsoft.com/audit/
https://learn.microsoft.com/en-us/purview/audit-log-enable-disable?tabs=microsoft-purview-portal
https://learn.microsoft.com/en-us/purview/audit-log-enable-disable?tabs=microsoft-purview-portal

Enable alert policies

https://security.microsoft.com/alertpoliciesv2

How to create custom rules? Based on logs and conditionas - whatever

New Alert Policy

oo Choose an activity, conditions and when to trigger the alert

You can only choose one activity but you can add conditions to refine what we'll detect.
Create alert settings

What do you want to alert on?
Set your recipients

Rewiews your settings

| Select an activity

How do you want the alert to be triggered?

O Every time an activity matches the rule

When the volume of matched activities reaches a threshold

More than or equal to actiwities

On All users ~


https://security.microsoft.com/alertpoliciesv2

Email security configuration

- https://security.microsoft.com/threatpolicy



https://security.microsoft.com/threatpolicy?tid=638e0045-c9a0-41c5-9bc8-8d61de45c93c

EOP filtering

Microsoft 365 Security for IT © @ ngt:illFlwp‘Rules'&
Pros (2022-edition) oss Prevention

https://m365security.gumroa Sending

d.com/I/DiRFK Email
System

]
a2
!
?
g

Microsoft Defender :
for Office 365 Content Filter

Exchange Online

Customer Feedback

Figure 7-5: How EOP protects email



https://m365security.gumroad.com/l/DiRFK
https://m365security.gumroad.com/l/DiRFK

Block all executable email attachments

- https://www.threatdown.com/blog/emotet-adopts-microsoft-
onenote-attachments/

- Encrypted ZIP consideration


https://www.threatdown.com/blog/emotet-adopts-microsoft-onenote-attachments/
https://www.threatdown.com/blog/emotet-adopts-microsoft-onenote-attachments/

Enable preset security policy

EOP
ANTISPAM
ANTIMALWARE
ANTIPHISHING

Defender for Office 365
Advanced Antiphishing

Safe links
Safe Attachments



Standard - for all users, consider strict for sensitive

accounts

Anti-malware policy
Anti-spam policy

Bulk compliant level (BCL) met or exceeded detection
action (BulkSpamdAction)

Bulk email threshold (BuikThreshold)

Spam detection action (SpamAction)

Anti-phishing policy

If the message is detected as spoof by spoof
intelligence (AuthenticationFailAction)

Show first contact safety tip
(EnableFirstContactSafetyTips)

If mailbox intelligence detects an impersonated user
(MailboxintelligenceProtectionAction)

Phishing email threshold (PhishThresholdievel)

Standard

No difference

Move message to Junk
Email folder {MoweTodmf )

6

Move message to Junk
Email folder {MoveTodmf )

Move message to Junk

Email folder (MoveTodmf )

Selected ($true)

Move message to Junk
Email folder (MoveTolmf )

3 - More aggressive (3]

Strict

No difference

Quarantine
message

(Quarantine)
5

Quarantine
message

[(Quarantine)

Quarantine
message

{Quarantine]

Selected ($true)

Quarantine
message

(Quarantine)

4 - Most

aggressive (4]

Safe Attachments policy
Safe Links policy

Let users dick through to the original URL (AffowClickThrough)
Do not rewrite URLs, do checks via Safe Links APl only
(DisableURL Rewrite)

Apply Safe Links to email messages sent within the organization
{EnableForfnternalSenders)

https://learn.microsoft.com/en-us/defender-office-365/preset-security-policies?WT.mc_id=%3Fwt.mc_id%3DM365-

MVP-33230#order-of-precedence-for-preset-security-policies-and-other-policies

Built-in
protection

No difference

Selected ($true)

Selected (Ftrue)

Not selected
($false)

Standard and
Strict

No difference

Net selected
[$false)

Net selected
($false)

Selected (Btrue)


https://learn.microsoft.com/en-us/defender-office-365/preset-security-policies?WT.mc_id=%3Fwt.mc_id%3DM365-MVP-33230#order-of-precedence-for-preset-security-policies-and-other-policies
https://learn.microsoft.com/en-us/defender-office-365/preset-security-policies?WT.mc_id=%3Fwt.mc_id%3DM365-MVP-33230#order-of-precedence-for-preset-security-policies-and-other-policies

Safe links demo

! < @ safelinks testovani - Lubormir Osrmera - Outlook - Brave — 0 XX 0
! HHH @ :boutblank | ' A7)
i

T Delete &
safelinks testovani

Lubomir OEmera<lubom
LO
To: @ Lubomir Osmera
get email from lubo

Ladmindroid.comfenak eset-security-poll n-ricrosoft-365¢

dalsi
fiblog.admindroid.com/iseriesfcybersecurity-awareness-month-2023/?ref=admindroidblog? =header

Farward

o
]
q
https:/feurdb.safelinks protection.outlook.comurl=https2e34%2F2Fblog.admindroid. corn®e2 Fseries¥e2 Foybers ecurity-awareness-rmanth..,



Safe attachments demo

Block Prevents messages with
detected malware
attachments from being
delivered.

Messages are quarantined. By
default, only admins (not
users) can review, release, or
delete the messages.”

Automatically blocks future
instances of the messages
and attachments,

Delivery of safe messages
might be delayed due to Safe
Attachments scanning.

Protects your organization from repeated attacks using
the same malware attachments.

This is the default value, and the recommended value in
REhleklgel and Strict preset security polidies.

https://learn.microsoft.com/en-

us/defender-office-365/safe-attachments-

about

Dynamic
Delivery

Outlook

v Favorites

£ Inbox

}) Sent ltemns

Drafts

~ Folders

&d Inbox

Delivers messages
immediately, but replaces
attachments with placehaolders
until Safe Attachments
scanning is complete.

malicious files,

Messages that contain
malicious attachments are
quarantined. By default, only
admins (not users) can review,
release, or delete the
messages.’

For details, see the Dynamic
Delivery in Safe Attachments
policies section later in this
article,

Home Wiew Help

¥ Quick steps >

Focused Other TL ddsrr

Lubomir Osmera
ddsrr
No preview is available,

Lubomir
Osmera<osmerahep@

Lubomir Osmera
pokus o zpravu
posilam hrozre dlouhy word

0= 10-ME-

To! +1 other

Avoid message delays while protecting redpients from

an In Pro..

A4



https://learn.microsoft.com/en-us/defender-office-365/safe-attachments-about
https://learn.microsoft.com/en-us/defender-office-365/safe-attachments-about
https://learn.microsoft.com/en-us/defender-office-365/safe-attachments-about

Block autoforwarding outside the company

You can use outbound spam filter policies to control automatic forwarding to

external recipients. Three settings are available:

e Automatic - System-controlled: This is the default value. This value is now
the same as Off - Forwarding is disabled. When this walue was originally
introduced, itwas equivalent to On - Forwarding is enabled. Crer time,
thanks to the principles of secure by default, the effect of this walue was
eventually changed to Off - Forwarding is disabled for all customers. For
more information, see this blog poste,

e On - Forwarding is enabled: Automatic external forwarding is allowed and
not restricted,

e Off - Forwarding is disabled: Automatic external forwarding is disabled and

results in a non-delivery report {also known as an MNDR or bounce message) to

tha candar

https://security.microsoft.com/antispam


https://security.microsoft.com/antispam

Respond to user Phishing reports

https://admin.microsoft.com/#/Settings/IntegratedApps

= c 25 admin microsoft.com #/SettingsAintegratedApps

Home > Integrated apps

e
e
PR3

Home

Integrated apps

Copilot

Discover, purchase, acquire, manage, and deploy Microsoft 365 Apps developed by Microsoft partners. You
of-business add-ins developed within your arganization.
For advanced management of these apps go to the respective admin center or page : Azure Active Directo

Users
Teams & groups

Roles Deployed apps  Available apps Blocked apps

Resources
All apps in this list have been installed for tenant users.
Billing
Popular apps to be deployed

CoF-UBRBEOOB

Hf Getapps 4 Upload custom apps ) Refresh 1items N Filter

Support

Settings
Domains
Search & intelligence

Org settings Host products Status

Microsoft 365 Backup
Report Phishing

_/ InPrag

I Integrated apps

Report missed phish e-mails d on the confi...




urn on Defender for Office 365 for SharePoint,
neDrive, and Microsoft Teams

Microsoft Defender

Horme

Exposure managemert

Investigation & response

Threat intelligence

Assets

Microsoft Sentinel

Search

Safe attachments

Safe attachments

Set up an safe attachments policy for specific users or groups to help prevent people from opening or sharing email attachments that contain malicious «

Create Export Refresh Reports Global settings More actions
Marme Status
Standard Preset Security Policy On

+ SafeAttachment_partnerday On

Global settings

Use this page to protect your organization from malicious content in ernail attachrments and
files in SharePoint, Onelrive, and Microsoft Teams,

Protect files in SharePoint, OneDrive, and Microsoft Teams

If a file in any SharePoint. Onelrive, or Microseft Teams library is identified as malicious. Safe
Attachments will prewent users from opening and downloading the file.Learn more

Turn on Defender for Office 365 for SharePoint, OneDrive, and Microsoft Teams
[ ]

Help people stay safe when trusting a file to open outside Protected View in Office
applications.

Refare a user is allowed to trust a file nnened in A sunnarted wersinn of Office. the file will he

URL & click protection settings

Cliek protection settings



Some Teams security policies

https://admin.teams.microsoft.com/company-wide-settings/external-communications
https://admin.teams.microsoft.com/company-wide-settings/guest-configuration
https://admin.teams.microsoft.com/company-wide-settings/teams-settings

O Guest access in Teams Enahled

O External chat in Teams Enabled

O Third-party cloud storage in Tearms Blocked


https://admin.teams.microsoft.com/company-wide-settings/external-communications
https://admin.teams.microsoft.com/company-wide-settings/guest-configuration
https://admin.teams.microsoft.com/company-wide-settings/teams-settings

Disable 3rd party & custom apps in Teams

< c 22 admin.teams.microsoft.com fpoliciesfapp-permission/edit/RZeYmPFs

iii  Microsoft Teams admin center

Teams Rooms on Windows Io bal (0 rg-w de de ul

Teams Rooms on Android ) o :
Default policy for users who aren't assigned to a policy.

Surface Hubs (Lega

Panels

Microsoft apps

Phones Choose which Teams apps published by osoft or its partners can be installed by y
anes

lows all apps

Third-party apps

Choose which Tear pos published by a third-party that can be in:

Manage apps = Allow all apps

Permission policies

Custom apps
Choose which custom apps can be installed by

Setup policies

Customize store
Allow all apps

Meetings

il ging

Woice

Locations

https://admin.teams.microsoft.com/policies/app-permission/



https://admin.teams.microsoft.com/policies/app-permission/

Customize Teams meeting settings

adrmin.te:

Microsoft Teams admin center

External meeting chat ()

Q&A@

Displays

Reactions
SIP devices

Teams apps Content sharing

Manage apps Content sharing settings let vou control the different types of content that can be used during Teams meetings that are held in vour organization. Learn more about content sharing settings

Permizzion polices Wha can present () Everyane

Setup policies
Screen sharing Entire screen

Customize store

Participants can give or reguest control () Gn
Meetings

External participants can give or request control () Off
Audio Conferencing

PowerPoint Live
Meeting policies

Wihiteboard
Customization peolicies

Collaborative annotations
Meeting settings

Live events policies Live share

Live events settings Shared notes ()

heeting templates Organizer can restrict participants from copying or forwarding meeting chat messages ()

Premium

Participants can share content in external meetings hosted by ()

Ewvents polices

= Messaging

@
CO
@
@
@
@
@
@

Meeting termplate polides

Cambamt meabantiae R O

Q&g Voice

Cancel

@ Locations

microsoft.co



https://admin.teams.microsoft.com/policies/meetings/edit/R2xvYmFs
https://admin.teams.microsoft.com/policies/meetings/edit/R2xvYmFs

Courses and certifications

- Microsoft 365 security - basics

- SC-900 https://www.gopas.cz/microsoft-365-zaklady-zabezpeceni-spravy-identit-a-
souladu moc-sc-900

- Microsoft 365 identity and access security - advanced

- SC-300 https://www.gopas.cz/microsoft-365-sprava-uctu-overovani-uzivatelu-a-rizeni-
pristupu moc-sc-300

: Gopas custom courses

- Microsoft hybrid security:
- GOC215 https://www.gopas.cz/microsoft-365-bezpecnost-hybridniho-prostredi goc215

- Microsoft 365 / Microsoft Azure hacking

- GOC238 https://www.gopas.cz/microsoft-azure-hacking-a-penetracni-testovani goc238



https://www.gopas.cz/microsoft-365-zaklady-zabezpeceni-spravy-identit-a-souladu_moc-sc-900
https://www.gopas.cz/microsoft-365-zaklady-zabezpeceni-spravy-identit-a-souladu_moc-sc-900
https://www.gopas.cz/microsoft-365-sprava-uctu-overovani-uzivatelu-a-rizeni-pristupu_moc-sc-300
https://www.gopas.cz/microsoft-365-sprava-uctu-overovani-uzivatelu-a-rizeni-pristupu_moc-sc-300
https://www.gopas.cz/microsoft-365-bezpecnost-hybridniho-prostredi_goc215
https://www.gopas.cz/microsoft-azure-hacking-a-penetracni-testovani_goc238
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