Deploy and Manage Citrix ADC 13.x with Citrix Gateway

Kéd kurzu: CNS-227

Citrix recertifikace: Kdokoliv, kdo ma Citrix certifikaci, pfed expiraci, si ji mdZe prodlouzit na dal&i tfi roky absolvovanim
urceného Citrix certifikovaného SkolenilRozSifte své znalosti a dovednosti se spravou siti Citrix prihlaSenim do tohoto
pétidenniho kurzu. Pokryva nezbytné zéklady Citrix ADC, vetné bezpecného vyvazovani zatéze, vysoké dostupnosti a
spravy provozu, a také se zaméruje na Citrix Gateway. Naucite se poskytovat bezpecny vzdaleny pristup k aplikacim a
stolnim poéitaclm diky integraci Citrix Virtual Apps a Citrix Desktops s Citrix Gateway.

Pro koho je kurz urcen

Built for IT Professionals working with Citrix ADC and Gateway, with little or no previous Citrix networking experience.
Potential students include administrators, engineers, and architects interested in learning how to deploy or manage
Citrix ADC or Citrix Gateway environments.

Co Vas naucime

e |[dentify the functionality and capabilities of Citrix ADC and Citrix Gateway
e Explain basic Citrix ADC and Gateway network architecture

e |dentify the steps and components to secure Citrix ADC

e Configure Authentication, Authorization, and Auditing

e Integrate Citrix Gateway with Citrix Virtual Apps, Citrix Virtual Desktops and other Citrix components

PozZadované vstupni znalosti

This course requires little to no previous experience with Citrix ADC; however, Citrix recommends a basic understanding
of of TCP/IP, HTTP, and of the 0S|I model, network devices, and networking protocols.

Osnova kurzu

Module 1: Getting Started

e Introduction to Citrix ADC

e Feature and Platform Overview
¢ Deployment Options

e Architectural Overview

* Setup and Management
Module 2: Basic Networking

¢ Networking Topology

e Citrix ADC Components

e Routing

e Access Control Lists
Module 3: ADC Platforms

e Citrix ADC MPX

e Citrix ADC VPX

e Citrix ADC CPX

e Citrix ADC SDX

e Citrix ADC BLX

Module 4: High Availability

e Citrix ADC High Availability
¢ High Availability Configuration
e Managing High Availability

e In Service Software Upgrade
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e Troubleshooting High Availability
Module 5: Load balancing

¢ | oad Balancing Overview

¢ | oad Balancing Methods and Monitors
¢ | oad Balancing Traffic Types

¢ | oad Balancing Protection

e Priority Load Balancing

¢ | oad Balancing Troubleshooting
Module 6: SSL Offloading

¢ SSL Overview

e SSL Configuration

e SSL Offload

¢ Troubleshooting SSL Offload

* SSL Vulnerabilities and Protections
Module 7: Security

e Authentication, Authorization, and Auditing
e Configuring External Authentication

e Admin Partitions

Module 8: Monitoring and Troubleshooting
e Citrix ADC Logging

¢ Monitoring with SNMP

* Reporting and Diagnostics

e AppFlow Functions

e Citrix Application Delivery Management
* Troubleshooting

Module 9: Citrix Gateway

e Introduction to Citrix Gateway

¢ Advantages and Utilities of Citrix Gateway
e Citrix Gateway Configuration

e Common Deployments

Module 10: AppExpert Expressions

e Introduction to AppExpert Policies

e Default Policies

e Explore Citrix ADC Gateway Policies

¢ Policy Bind Points

¢ Using AppExpert with Citrix Gateway
Module 11: Authentication, Authorization, and Secure Web Gateway
¢ Authentication and Authorization

e Multi-Factor Authentication

e nFactor Visualizer

* SAML authentication

Module 12: Managing Client Connections
e Introduction to Client Connections

* Session Policies and Profiles

® Pre and Post Authentication Policies

GOPAS Praha GOPAS Brno GOPAS Bratislava ( PA ®
Kodariska 1441/46 Nové sady 996/25 Dr. Vladimira Clementisa 10 J

101 00 Praha 10 602 00 Brno Bratislava, 821 02
Tel.: +420 234 064 900-3 Tel.: +420 542 422 111 Tel.: +421 248 282 701-2 Copyright © 2020 GOPAS, a.s.,
info@gopas.cz info@gopas.cz info@gopas.sk All rights reserved

CNS-227 — Strana 2/3 22.12.2024 05:50:27


https://www.gopas.cz/kurzy/CNS-227

Deploy and Manage Citrix ADC 13.x with Citrix Gateway

e Citrix Gateway Deployment Options

e Managing User Sessions

Module 13: Integration for Citrix Virtual Apps and Desktops
e Virtual Apps and Desktop Integration

e Citrix Gateway Integration

¢ Citrix Gateway WebFront

¢ |CA Proxy

e Clientless Access and Workspace App
¢ Access Fallback

e SmartControl and SmartAccess for ICA
Module 14: Configuring Citrix Gateway

e Working with Apps on Citrix Gateway

* RDP Proxy

e Portal Themes and EULA
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